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Abstract: Over the past several years, there has been an increase

in interest in translating human factors knowledge and methods,

primarily used in complex, event-driven, sociotechnical settings

such as aviation, to health care. In this article, we overview the

primary concepts in cognitive systems engineering that may aid in

formulating interventions in a variety of diverse medical settings

to reduce the likelihood of patient harm. To improve resilience in

medication delivery, we propose immediately incorporating 3 key

levers: (1) scenario-based design and evaluation of interventions,

(2) advanced information visualization techniques to reduce data

overload in the electronic medical record, and (3) explicit

consideration and documentation of asynchronous, interdisciplin-

ary teamwork support during software requirements analysis,

including a workload shifting analysis. For long-term progress, we

recommend investing in research to better understand technical

work in health care, specifically task requirements in work

domains and the trade-offs and strategies that workers use to meet

these demands.
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OVERVIEW OF COGNITIVE SYSTEMS
ENGINEERING

Over the past several years, there has been an increase
in interest in translating human factors knowledge and
methods, primarily developed and used in complex, event-
driven, sociotechnical settings such as aviation, nuclear
power, and the military, to improve care processes in a
variety of health-care settings. In this article, we overview the
primary concepts from one portion of the cognitive and
human factors literature, cognitive systems engineering
(CSE), which arguably has the greatest potential for

contributing to the formulation of an effective agenda for
reducing the likelihood of patient harm.

CSE is an interdisciplinary approach to the develop-
ment of knowledge, principles, methods, tools, and techni-
ques to guide the design of computerized systems intended to
support human performance in complex settings with high
consequences for failure.1Y6 In supporting human perfor-
mance, we are concerned with cognitive functions such as
problem solving, judgment, decision making, attention,
perception, and memory. The basic unit of analysis and
design in CSE is a cognitive system composed of human and
machine agents in a work domain that is delineated by roles,
work and communication norms, artifacts, and procedures.
CSE draws primarily from the disciplines of cognitive
psychology, cognitive science, computer science, human-
computer interaction, and human factors.

In the past several years, there has been an increase in
interest in translating CSE knowledge and methods to
improve care processes in a variety of health-care settings.
The CSE field was primarily established following repeated
experiences with discontinuity between anticipated and
actual effects on human performance with the introduction
of new technologies. For instance, a set of aviation
accidents followed, in conjunction with other events,
automated switches in the flight mode made without the
pilot’s knowledge. In the 1992 accident, there were 87
fatalities out of 96 passengers and crew when an Airbus
plane crashed into the Vosges mountains because while
trying to program the angle of descent, ‘‘j3.3[, into the
flight control unit, the crew did not notice that the aircraft’s
automation had switched to the HDG/V/S (heading/vertical
speed) mode, creating a descent rate of 3300 ft/min instead
of 800 ft/min.7Y9 For information technology in general,
including the health-care sector, in a 1998 survey by the
Standish Group, the success rate overall for completing
software projects was found to be 26%. For 46%, the project
was completed and operational but over budget, delayed, and
delivered fewer features and functions than originally
contracted. An example is the Denver baggage system,
which after delaying the opening of the new Denver airport
and being used for 10 years at an estimated cost of $600
million, was abandoned in favor of manual baggage handling.
For 28%, the projects were canceled before completion. In
addition, completion and implementation of software does
not ensure effectiveness. In health care, a recent systematic
review found that, of 97 randomized controlled trials, only 62
(64%) of computerized clinical decision support systems
improved practitioner performance.10
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In seeking to create better predictive models of how
technological and organizational change will impact human
performance,11 the types of questions that are often asked by
cognitive systems engineers are:
& What factors contribute to task complexity?
& What range of tasks do domain practitioners perform?
& What strategies do expert and novice practitioners use to
perform these tasks?

& What are the goals and constraints in the application
domain?

& What are the gaps between implicit assumptions
(embedded in software and policies and procedures)
about how work is conducted and the actual technical
work?

& How will technological or organizational change impact
the ability of practitioners to achieve their goals under
domain constraints?

What is a Cognitive System?
The basic unit of analysis and design in CSE is a

cognitive system.1 Woods and Roth3 coined the term
‘‘cognitive system triad’’ to emphasize that 3 interconnected
elements, which are shown in Figure 1, determine the quality
of performance on a task: (1) the expertise and sources of
error of agents who act on the world, (2) the challenges to be
met in an external world or domain of interest, and (3) the
artifacts, or tools, through which the agents experience and
learn about the world.

Agents
Characteristics of agents are an important determinant

of performance. A primary CSE strategy is to leverage
knowledge of human information-processing characteristics,
such as what is needed to attract attention to unexpected
data, into principles and techniques for human-computer
interface design. More specific examples are developing
principles for graphical display design that capitalize on
human perceptual characteristics,12Y14 developing models of
human performance that enable explicit consideration of

human memory and attention-processing constraints in sys-
tem design,15,16 and developing principles for the design of
error-tolerant systems.17Y19

External World
Task requirements are domain-dependent and deter-

mine what is required for competent performance. Most
important are factors that increase cognitive complexity
because these largely determine the cognitive demands and
range of situations agents will face:20

& how goals are achieved, including resolving conflicts
between goals

& number and complexity of elements in a monitored process
& interactions and constraints that need to be considered in
determining actions

& hazards to be avoided
& temporal characteristics or dynamics
& coupling between systems
& uncertainty
& risk

Artifacts
It is a fundamental finding in the cognitive psycholo-

gical literature that how a problem is represented affects the
cognitive work that is needed to solve the problem, referred to
as the ‘‘representation effect.’’21 For example, digital
watches make it easy to determine the current time with a
high degree of precision. Analog watches, although more
difficult to read accurately, provide a better sense of duration
(how long something takes). As a result, analog watches are
more effective in teaching children the concept of time. In
summary, the external representation of the domain
embedded in supporting artifacts affects performance by
making certain tasks easier at the expense of other tasks.

ARE ‘‘ERRORS’’ MADE BY COGNITIVE SYSTEMS?
Framing the base unit of analysis and design as a

cognitive system composed of agents, the external world, and
artifacts has nontrivial implications regarding the definition
of errors, and therefore how to identify and prevent them.22

One implication is that people and artifacts cannot be
independently analyzed for contributions to a ‘‘medication
error.’’ Therefore, it is not possible to choose between
attributing error to a human as compared with a device or
software program. For this reason, in addition to others, terms
that specify how a medication delivery process failed to meet
expectations, such as ‘‘medication misadministration,’’ are
recommended instead of medication error. Note that this term
also disambiguates the meaning of error, which confounds
cause, failure, and process.23

The predominant view in health care is that erratic
people degrade an otherwise safe system. The central focus of
the approach derived from this view is preventing fundamen-
tally error-prone individuals from making mistakes. Tradi-
tional attempts to reduce human error include encouraging
the reporting of errors, developing taxonomies of error types
to tabulate counts within the types, estimating likelihoods of
error, and implementing procedures and technology to reduce
error counts.FIGURE 1. Cognitive system triad.
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An alternative view is that practitioners, supported by
artifacts, are the primary source of resilience in creating safety
in a domain under resource and performance pressure. The
approach derived from this view is the so-called new look and
focuses on aiding people under pressure from conflicting goals
to cope with complexity.24Y28 Attempts to improve patient
safety are focused on increasing system resilience by investing
in a context-sensitive understanding of the gaps that arise in
system operation and the expert strategies that are used to
bridge these gaps in practice.

THE NEW LOOK BEHIND HUMAN ERROR
This second approach, the so-called new look, is

distinguished from the use of the label ‘‘human error’’ to
attribute blame following an accident investigation. With the
traditional approach, the frequent judgment that human error
is a ‘‘root cause’’ of an incident generally serves as the
stopping point for an investigation. As a result, recommenda-
tions to improve safety typically involve reminding people to
be careful, educating them on the proper use of equipment,
forcing them to comply more with procedures, and using
automation to perform activities that used to be done by a
human.

In contrast, when the label human error becomes the
starting point for investigations, we find a deeper, multi-
faceted story.29 This ‘‘second story’’ shows us how multiple
interacting factors in complex systems can combine to
produce systemic vulnerabilities to failure. For example, in
an administration of an unintended chemotherapy agent,30 we
treated one physician’s ‘‘substitution error’’ as the starting
point for investigation. The deeper story included distractions
due to driving while discussing the treatment plan; relying on
the patient’s memory for complex, technical information;
trade-offs in initiating chemotherapy to address pressing
clinical conditions when there were less experienced
personnel and reduced staffing; coordination issues between
radiotherapy and oncology experts; confusing, inconsistent
protocols for accessing on-call resources on the weekend;
inability to use computerized decision support for nonroutine
requests; conversions between generic and brand medication
names; multiple handoffs; and a degradation of inpatient
chemotherapy expertise due to increased use of outpatient
services. The second story is more complicated but more
interesting and can point the way to learning and system
improvements that can increase system resilience. The
second story finds that doing things safely, in the course of
meeting other goals, is and has always been part of
operational practice. As people in their different roles are
aware of potential paths to failure, they develop failure-
sensitive strategies to forestall these possibilities.

Looking at technical work throughout an organization,
we see people struggling to anticipate paths toward failure,
actively adapting to create and sustain failure-sensitive
strategies, and working to maintain margins in the face of
pressures to do more and do it quickly. Failures occur
against this background when multiple contributorsVeach
necessary but only jointly sufficientVcombine. Work
processes do not choose failure but drift toward it as
production pressures and change erode the defenses that

normally keep failure at a distance. This drift is the result
of systematic, predictable organizational factors at work, not
simply erratic individuals.31

The following patterns are found in second stories:
& Workers continually revise their strategies to remain
sensitive to the possibility for failure while adapting to
increasing resource and production pressures.

& Workers are only partially aware of the potential for failure.
& Change creates new paths to failure and new demands; even
strong and resilient coping strategies can become ineffec-
tive over time.

& Overconfidence in the coverage of anticipation of the types
and mechanisms of failure.

& Missed side effects of change.

Very high levels of performance are achievable. For
example, researchers have studied organizations that have
been remarkably successful in managing potentially hazar-
dous technical operations.32 Achieving such high levels of
performance does not flow from rooting out error, but rather
through anticipating and planning for unexpected events and
future surprises. Past success is not a reason for confidence;
instead, continued investment in anticipating the changing
potential for failure is energized by the deeply held under-
standing that our knowledge base is fragile in the face of the
hazards inherent in work and the changes omnipresent in the
environment.

In summary, analysis of second stories teaches us that
failure represents breakdowns in adaptations directed at
coping with complexity. Success is usually obtained as
people learn and adapt to create safety in a world fraught with
hazards, trade-offs, and multiple goals. In other words,
success relates to organizations, groups, and individuals who
produce resilient systems that adapt to change and surprise.

TOWARDS A MORE RESILIENT MEDICATION
DELIVERY SYSTEM

From a CSE perspective, attempts to improve patient
safety should primarily be focused on increasing system
resilience to gaps in the continuity of care. Resilience is the
broad application of failure-sensitive strategies that reduce
the potential for and consequences from erroneous actions,
surprising events, unanticipated variability, and complicating
factors.33 Several researchers have begun to explore how
to increase system resilience to improve safety. A non-
inclusive list is exploring barrier analysis,34 looking at the
resilience in surgical services,35,36 analyzing an accident,37

and characterizing how high-reliability organizations show
high resilience.38 Overall, the theme that leaps out from this
work is that high-reliability organizations treat safety as a
value, not a commodity. Rather than view past success as a
reason to ramp down investments, these organizations
continue to invest in anticipating the changing potential for
failure because they appreciate that their knowledge of the
gaps is imperfect and that their environment constantly
changes.

A synthesis of the CSE literature suggests 5 promising
strategies for improving patient safety in general (see
Patterson et al,22 in press, for an illustration of each strategy
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in the context of medication administration with Bar Code
Medication Administration software used in all 163 Veteran’s
Health Administration hospitals):
1. Model adaptive systems and variability: Interventions to

improve resilience need to be grounded in a detailed,
context-sensitive understanding of how sharp end practi-
tioners ‘‘on the front lines’’ adapt to cope with potential
hazards in the face of variability and complexity.

2. Identify unintended cascading effects from systemic
change: The introduction of any change, regardless
how good, has unintended cascading effects that poten-
tially create new paths to failure.27 Proactively identify-
ing these paths allows system redesign before undesired
outcomes. There are several recent examples of this
approach in health-care information technology.39Y41

3. Make activities and communications of team members
observable: A strategy for increasing system resilience
from the Computer Supported Cooperative Work litera-
ture is ‘‘listening in.’’ For example, researchers observed
that controllers thought out loud about schedule changes
that they made during crisis situations in Line Control
Rooms in the London Underground42 When the con-
trollers expressed changes out loud, others in the vicinity
noted changes that affected their own schedules. They
also had the opportunity to detect erroneous assessments
or decisions before they were acted on. Similarly, Rochlin
and colleagues noted for voice loop communications in
aircraft carrier operations that ‘‘everyone involvedIis
part of a constant loop of conversation and verification
taking place over several different channels at once. At
first little of this chatter seems coherent, let alone
substantive, to the outside observerIone discovers that
seasoned personnel do not Flisten` so much as monitor for
deviations, reacting to almost anything that does not fit
their expectations.’’43 Finally, paper flight strips that are
used by air traffic controllers to track airplane movement
have been attempted to be replaced by electronic versions.
One reason for rejection of the electronic versions is that
‘‘cocking’’ of the paper flight strips can be seen by other
controllers from a distance with little effort, and this was
not possible with the electronic versions.44

4. Encourage ‘‘sacrifice decisions’’: One of the hallmarks
of a highly resilient organization is that individuals feel
encouraged to deviate from a planned path associated
with high productivity to a path that ‘‘sacrifices’’
productivity to avoid a potential threat to safety, even
when in hindsight there was no need to deviate. For
example, in the recent Columbia space shuttle accident,
engineers missed that foam hitting the wing can damage
the integrity of the aircraft. The concern is not about
whether foam hitting the wing had been investigated for
its effects during landing. The concern is to model the
ability to back off when practitioners feel like they are
near a safety boundary and to monitor how well the
organization has mapped and updated the safety bound-
aries. For example, in this case, NASA did not monitor
the range of what had been tested to see if it needed to be
broadened. It does not matter if organizational decision-
makers are accurate in their sensitivity to risks in this

framingVwhat matters is the degrees of freedom
available to them to deviate from an expected path.
Managers are often seen as meta-monitors who might
override the astronauts, thereby reducing the ability. Or
they might ask the astronaut if he is a ‘‘go.’’ Or there
might be a policy that any team member can hold veto
power on a go kind of decision. In signal detection theory,
accuracy and decision criteria are 2 different para-
meters.45 The pilot might be wrong or right, but if you
never see anyone back off on a decision within an
organization, that is evidence of a poor criterion setting.

5. Monitor the gap between standard operating procedures
and actual practice: One frequently cited contributor to
accidents is the failure to follow standard operating
procedures. Nevertheless, this finding often glosses over
the fact that the documented standard operating proce-
dure and the actual practice often diverge. The standard
operating procedure is a static image of work that is
distanced from the event-driven, time-pressured local
nature of continuously trading off priorities to meet
sometimes-conflicting goals. Although there will always
be a gap between documented standard operating
procedures and actual practice, highly resilient systems
continuously monitor and work to reduce the gap. The
gap is reduced both by removing barriers to the intended
method and by revising the description of the intended
method as trade-offs are changed and to document
exceptions. As the gap grows, predictions of how changes,
such as new technologies, will impact work will be less
grounded in an understanding of how work is accom-
plished. In addition, under production pressures, actual
practices will drift toward increasing productivity at the
cost of increasing risks of potentially catastrophic failures
unless managers reinforce to practitioners the value of
resisting this ‘‘drift toward failure’’46 despite the lack of
feedback that safety boundaries have eroded before
failure.

KEY LEVERS FOR ACHIEVING RESILIENCE IN
MEDICATION DELIVERY

For improving the robustness of the medication
delivery processes, there are at least 3 key ‘‘levers’’ to
pursue from a CSE perspective. These are:
1. Scenario-based design and evaluation of interventions: In

a 1994 survey by the Standish Group, information
technology executive managers cited user involvement
as the primary reason that a project succeeds (16% of
responses) and lack of user input (13% of responses) as
the primary reason that a project fails (http://www.
standishgroup.com/). An impressive set of sophisticated
practice-centered techniques47Y52 has been developed to
overcome predictable issues in user involvement in
software design (in other words, it is not enough to
simply have user representation in decision making about
software features). Some common themes among these
techniques is the use of scenarios that:
& Are generated by independent groups without a vested
interest and with a deep understanding of the domain
challenges,
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& Appropriately sample the ‘‘problem solving’’ space for
multiple user types,

& Include challenging and nominal (idealized) scenarios,
& Identify ‘‘boundary conditions’’ for when the tool can
adequately support users,

& Elicit feedback on usefulness of the support concept
embedded in the tool and on usability of the interface,

& Support envisioning of how the tool will transform the
nature of practice in advance of implementation.

2. Advanced information visualization techniques to reduce
data overload in the electronic medical record: As health
care continues to transform from primarily paper-based
records to electronic records, it should become increas-
ingly clear that enabling electronic access to data is
insufficient to aid human performance because of the so-
called data overload problem.53Y55 Advanced information
visualization techniques,56 increasingly referred to as
Visual Analytics, show potential for helping users to
avoid missing critical data that are available in principle
but not easy to detect in actuality because of the inability
to ‘‘look at it all.’’ Although the approaches are varied, a
common theme is overcoming the so-called keyhole
effect14 from the relatively small amount of ‘‘screen real
estate’’ on computer screens (as compared with paper)
through the use of overview, integrated displays57 that
graphically depict data relationships to aid detection of
events and other patterns.

3. Explicit consideration and documentation of asynchro-
nous, interdisciplinary teamwork support during soft-
ware requirements analysis, including a workload
shifting analysis: Failures to adopt technology attributed
to workload shifting issues have occurred so frequently
that Norman termed the finding58 as ‘‘Grudin’s Law’’:
‘‘When those who benefit are not those who do the work,
then the technology is likely to fail or, at least, be
subverted.’’59 An important objective for U.S. health-
care systems in the next decade is to improve inter-
disciplinary teamwork in a patient-centered fashion.
Explicit consideration of how to support asynchronous
coordination across multiple user groups during require-
ments analysis may enable step change improvements on
this objective. In principle, in a patient-centered system,
there will be no information technology that will support
a single user group. For example, computerized order
entry systems need to be designed with explicit con-
sideration for the needs of pharmacists and nurses, even if
physicians are the only users ordering medications. As
has been recently noted,60 an important caveat is that
changes in work roles and processes should not be
‘‘pushed’’ through software design. As part of an explicit
consideration of how to support teamwork, a workload
shifting analysis is a tool that may help avoid predictable
implementation failures.

SUMMARY
Despite the increase in interest in translating human

factors knowledge and methods to health care, it has proven
difficult for human factors experts to significantly contribute

to the formulation of an effective national agenda for
decreasing patient harm. Although this minimal impact can
partially be attributed to the predictable misunderstandings
and differences in core values that occur when cultures clash
for the first time, there also seems to be a fundamental
difference of opinion over the nature of human error. In
particular, when the base unit of analysis and design is a
cognitive system, the notion of errors, including how to
identify and prevent errors, is profoundly altered. Strategies
to address the ‘‘human error problem’’ as traditionally
defined have the potential to lead to unintended conse-
quences, including rushing the installation of clinical health-
care information technology to forestall error by practitioners
and failing to learn about how software programs can
contribute to undesired outcomes. As Richard Cook has
noted (listserv posting RISKS 23.81 in response to Koppel,
2005): ‘‘It is unsettling and disappointing to realize that the
efforts to produce really good information technology are
going to require a great deal more time, effort, and money
than has been budgeted. Many hospitals are already deeply
involved in buying and installing new information technology
and government pressure to continue this effort is likely to
continue.’’

From a CSE perspective, what is most needed is a
detailed, calibrated understanding of the actual task require-
ments of thework domain and the trade-offs and strategies that
workers use to meet these demands. Ideally, a parallel and
equally funded research effort to understand the technical
work of health care will be undertaken along with implemen-
tation efforts so that, in time, it will be possible to make better,
more useful, and more practice-centered technology.
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